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The Standard of Good PracƟce for InformaƟon Security (the Standard) is based on
business-oriented informa on security topics and includes coverage of the latest
hot topics including cybercrime, security in the supply chain, data privacy in the
cloud and mobile device security. The 2014 Standard also provides organisa ons
with detailed controls which can help you comply with the US NIST Cybersecurity
Framework and the UK Cyber Essen als Scheme.
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Good prac ce described in the Standard will typically be incorporated into
an organisa on’s business processes, informa on security policy and other
arrangements.
Consequently, the Standard is valuable to a range of key individuals or external
par es, including Chief Informa on Security Oﬃcers (or equivalent), informa on
security managers, business managers, IT managers and technical staﬀ, internal and
external auditors, and IT service providers.
The Standard is refreshed annually, reflec ng the rapid pace of change to threats
and technology, and organisa ons’ greater need for informa on security. In this
way it keeps ISF Members ahead of the curve in delivering fully up-to-date good
prac ce in informa on security.
The Standard is available free of charge to Members of the ISF.
Non-Members are able to purchase a copy of the Standard by visi ng the
ISF Store at hƩps://www.securityforum.org/research or by contac ng
Steve Durbin at steve.durbin@securityforum.org

Standard of Good Practice for
Information Security
The definitive guide to enable information security
compliance
The impera ve for global organisa ons to respond to threats to informa on – not least those posed by cyberspace
– has never been greater. Add to this the requirement to comply with an evolving landscape of informa on securityrelated legisla on and standards, and the need for a single, authorita ve source of good prac ce becomes very clear.

Contact

With prac cal and trusted guidance based on the prac ces of the ISF’s global Membership – and up-to-date coverage
of hot topics including improving security in the supply chain by integra ng informa on security ac vi es with those
of the procurement func on, new developments in security awareness, and enabling business agility by managing
risk – The Standard of Good Prac ce for Informa on Security (the Standard) is the interna onal reference source for
managing informa on risk and enabling compliance.

For more informa on, please contact:
Steve Durbin, Managing Director
US Tel: +1 (347) 767 6772
UK Tel: +44 (0)20 3289 5884
UK Mobile: +44 (0)7785 953 800
Email: steve.durbin@securityforum.org
Web: www.securityforum.org

The Standard is updated annually to address the rapid pace at which threats and risks evolve. In par cular, the
Standard provides complete coverage of the topics set out in ISO/IEC 27002:2013, COBIT 5 for Informa on Security
and the SANS Top 20 Cri cal Security Controls. In fact, the Standard extends well beyond the topics defined in these
standards, to include coverage of essen al and emerging topics such as cri cal infrastructure protec on and cyber
resilience.

About the ISF
Founded in 1989, the Informa on Security Forum (ISF) is an independent, not-for-profit associa on of leading organisa ons from around the world. It is dedicated to
inves ga ng, clarifying and resolving key issues in cyber, informa on security and risk management by developing best prac ce methodologies, processes and solu ons that
meet the business needs of its Members.
ISF Members benefit from harnessing and sharing in-depth knowledge and prac cal experience drawn from within their organisa ons and developed through an extensive
research and work programme. The ISF provides a confiden al forum and framework, which ensures that Members adopt leading-edge informa on security strategies and
solu ons. And by working together, Members avoid the major expenditure required to reach the same goals on their own.

Disclaimer
This document has been published to provide general informa on only. It is not intended to provide advice of any kind. Neither the Informa on Security Forum nor the
Informa on Security Forum Limited accept any responsibility for the consequences of any use you make of the informa on contained in this document.
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When coupled with the
ISF’s Benchmark (enabling a
comprehensive assessment of
your control arrangements), the
Standard becomes an even more
powerful aid to risk management
and compliance. The Benchmark
enables organisa ons to
understand the extent to which
they have implemented the
elements of risk management
described in the Standard, ISO/IEC
27002 and COBIT 5.

The 2014 Standard of Good Practice covers ALL ISO/IEC 27002:2013 topics
plus...

ISO/IEC
27002:2013
topics
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Using the Standard
Eight ways to improve your information security programme


Resilience

The Standard provides extensive coverage of informa on security topics including
those associated with security strategy, incident management, business con nuity,
cyber resilience and crisis management. These topics present prac cal advice
that enables organisa ons to improve their resilience against a broad range of
threats and low-probability, high-impact events that can threaten the success and
some mes even the survival of the organisa on.
BUSINESS BENEFIT: The Standard can help you prepare for and manage major
incidents that may have a significant impact on your organisa on. By providing
a ready-made framework of security controls, you can respond rapidly to the
moun ng threats facing your organisa on.



Risk assessment

Informa on risk assessment enables you to select controls or other treatments
that are commensurate with risk in order to reduce the frequency and impact of
informa on security incidents. The Standard has been developed with this in mind,
and will complement your approach to informa on risk assessment. The Standard
is aligned with the 39 threat types iden fied in the ISF’s Informa on Risk Analysis
Methodology (IRAM).
BUSINESS BENEFIT: The Standard’s current and comprehensive content can
underpin your risk assessment process as you iden fy business impacts, assess
key threats and vulnerabili es, and treat informa on risks. With this trusted and
comprehensive set of controls, you gain eﬃciency savings and deliver consistent
protec on in line with your organisa on’s risk appe te.



Supply chain
management

Using the Standard helps you ensure that sound informa on security prac ces
become the founda on for working with organisa ons in your supply chain. It can
also be used as the basis for understanding and assessing the level of informa on
security implemented by your external suppliers. Used in combina on with the
ISF’s Supply Chain Assurance Framework (SCAF), the Supply Chain Informa on Risk
Assurance Process (SCIRAP) and Benchmark service, the Standard enables you to
implement protec on that is fully aligned with the ISO/IEC 27036-3:2013 standard
(covering supplier rela onships).
BUSINESS BENEFIT: The Standard oﬀers an easy-to-implement solu on for
external supplier security assessment that helps you ensure that your supply chain
incorporates a risk-based approach to informa on security.
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The ISF’s Standard of Good PracƟce for InformaƟon Security can be used
as the foundaƟon for an organisaƟon’s overall approach to enterprise
risk management and compliance. The Standard encompasses every
aspect of informaƟon security across four main categories: security
governance, security requirements, control framework, and security
monitoring and improvement. Furthermore, it provides comprehensive
coverage of controls included in ISO/IEC 27002, COBIT 5 for InformaƟon
Security, US NIST Cybersecurity Framework, the UK Cyber EssenƟals
Scheme and the SANS Top 20 CriƟcal Security Controls, enabling
compliance with these standards.
Using its 118 topics – supported by numerous examples of how the
Standard can be applied in pracƟce – the Standard helps you to idenƟfy,
manage and monitor informaƟon risks across your organisaƟon.



Compliance

The Standard is an ideal tool to help you prepare for ISO/IEC 27001 cer fica on,
and achieve compliance with other relevant standards (eg COBIT 5 for Informa on
Security). It is aligned with key informa on security standards in the ISO/IEC 27000
suite, including 27014 (security governance) and 27036-3 (supplier rela onships)
– enabling you to comply fully with major standards and prepare for those being
introduced in the future. The Standard covers hot topics not found in ISO/IEC
27002 including cybercrime a acks, data privacy in the cloud and mobile device
security. It also provides implementa on guidance and controls on topics such as
cri cal infrastructure.
BUSINESS BENEFIT: Implemen ng the Standard is the most eﬃcient and costeﬀec ve way of working towards cer fica on or compliance throughout your
organisa on.



Policies, standards and
procedures

You can adopt the Standard directly as the basis of your informa on security policy.
It is also an eﬀec ve tool for iden fying gaps in exis ng policies, standards and
procedures – and for developing new ones. For example, where an internal review
exposes deficiencies in areas such as access control, informa on classifica on or
systems development, the Standard can help you address these gaps.
BUSINESS BENEFIT: By adop ng the Standard you can greatly reduce the me and
eﬀort required to produce security policies and procedures. The harmonisa on of
internal policies throughout your organisa on helps you deliver a consistent and
balanced level of informa on protec on.



Awareness

The Standard covers topics that you can use to improve security awareness
amongst many diﬀerent audiences across your organisa on, including business
users, technical staﬀ, senior management, systems developers and IT service
providers. It also addresses how informa on security should be applied in local
business environments that typically require tailored awareness ac vi es, and
incorporates the latest thinking on expanding the concept of security awareness to
include changing behaviours as a means of reducing risk.
BUSINESS BENEFIT: Adop ng the Standard reduces the need to develop security
awareness content from scratch. The Standard provides a wealth of informa on
that can assist in raising the profile of informa on security – and why it’s important
– to a heightened level across your organisa on, poten ally avoiding costly
damage to your organisa on’s brand and reputa on.



Information security
assessment

The Standard is integrated with the ISF’s security Benchmark, providing detailed
or high-level assessments of the strength of informa on security controls – either
across your organisa on or locally. The Benchmark also compares the status of
your informa on security with other organisa ons (for example, organisa ons in
the same sector or geographic region).
BUSINESS BENEFIT: As ISF Membership includes free access to the Benchmark,
deploying it as a mechanism to improve security provides the basis for a
comprehensive programme of context-rich security assessments without incurring
addi onal cost. Using the Standard and Benchmark in conjunc on provides real
confidence to execu ve management and stakeholders, providing meaningful and
objec ve analysis of the true level of security across your organisa on.



Security arrangements

The Standard is a complete and up-to-date reference for developing new security
arrangements or improving exis ng ones as circumstances change (e.g. as a
result of increasing cyber threats, use of cloud compu ng and adop on of BYOD
in the workplace). As the Standard is built around intui ve security topics, it is
straigh orward to extract relevant good prac ce to underpin any new ini a ve
in your informa on security programme. Consultancies can use the Standard to
posi on good informa on security prac ce with their clients and to introduce
them to ISF services aligned to the Standard, such as the ISF Benchmark.
BUSINESS BENEFIT: By enabling you to respond to emerging threats, the Standard
helps you avoid poten ally costly incidents, opera onal impact and poten al
damage to brand and reputa on. Security assessments based on the Standard
are balanced and comprehensive, ensuring the results provide an accurate
representa on of the strengths and weaknesses of your organisa on’s security.
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